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Dear MI Brandon 

This letter addresses AT&T Wireless’s (AWS) January 7, 2004 letter’ requesting that the 
Commission affirm that AWS may lawfully disclose customer proprietary network information (CPNI) 111 
providing priority access service (PAS)’ without obtaining prior customer consent under the 
circumstances described in the letter In  particular, AWS states that it is  pursuing discussions with the 
National Communications System (NCS)’ and NCS’s agent, Computer Sciences Corporation (CSC), to 
provide priority access service 4 

By way o f  background, in July 2000, the Commission responded to a request from the NCS and 

Under 
amended i t s  Part 64 Rules to permit coininercial mobile radio service (CMRS) providers to voluntarily 
offer priority access service to national security aiid emergency preparedness (NSEP) personnel 
these PAS Rules, authorized NSEP users in  emergencies can gain access to the next available wireless 
channel to originate a call, however, the priority calls would not preempt calls in progress.‘ As 
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The terms “priority access service” and “wireless priority service” are synonymous We use the term 
“priority access service’’ herein 

The NCS is an organization created by Executive Order to administer and manage the telecoinmunications 
assets of 23 federal government organizations in serving the national security and emergency preparedness (NSEP) 
needs of the federal. stare and local governments See Executive Order 12,412, Assignment of National Securlty and 
Emergency Preparedness Teiecominunications Functions, 49 Fed Reg I3471 (1984) 

Wireless priority service provides priority access to wireless networks to national security and rescue 
workers during eniergencies 

3 See The Developmen1 of Operorronal. Technical and Speclrum Requiremenisfor Meeting Federol, Stare 
ondLocai Publrc SoJey Agency Communicarion Through ihe Year 2010, Second Repon and Order, WT Docket No 
96-86, I5 FCC Rcd 16720, 16721, para 3 (2000) ( P A S  R&O) The rules became effective on October 9,2000, 60 
days after publication in the Federal Register See 65 Fed Reg 48393 (Aug. 8,2000). 



envisioned by the Commission’s Part 64 Rules, priority access service is triggered on a per call basis by 
dialing a feature code and i s  available to authorized NSEP users at all times.’ The priority access service 
provider must designate a point of contact to coordinate with the NCS for admiiiistration of priority 
access service The Coinmissioii does iiot require CMRS providers to offer priority access service or to 
adhere LO particular tecliiiical staiidards in iinpleinenting priority access service The Commission’s PAS 
Rules also provide that the Executive Office ofthe President (EOP), acting through NCS, w i l l  administer 
priority access service The NCS wi l l  receive, process, and evaluate requests for priority actions from 
authorizing agents Further, the NCS assigns priorities or denies requests for priority and conveys i t s  
determinations to the service provider and the authorizing agent The priority access service provider 
must also participate in reconciliation and revalidation of priority access service information at the request 
o f  the NCS 
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AWS states that i t  w i l l  provide the service directly to i ts  customers, and notes that NCS 
administers the program aiid i s  responsible for assigning priority status to end users lo AWS further states 
that NCS has requested that it provide priority access service subscribers’ call records, including location 
aiid charges for the calls, so that it can ensure the system is  not being misused ” AWS explains that 
because NCS simply provides wireless carriers with a l ist of the authorized priority access service users 
mi their networks. AWS is not in a position to obtain the customers’ consent to the disclosure o f  the 
information before it initiates service NCS has stated that i t  does iiot plan to obtain consent froin 
priority access service subscribers to access their CPNl or to condition grant o f  priority access service 
status oii an agreement to allow AWS to disclose such information I‘ 

Section 222 o f  the Cominunicationr Act generally bars carriers from disclosing customers’ CPNl  
to third parties without customer approval unless otherwise required by law I‘ AWS interprets the 
customer information covered by the priority access service program to be subject to an exception to 
xc t io i i  222’s disclosure prohibition, which allows disclosure in cenain cases to protect against fraudulent 
or unlawful use 111 panicular, AWS states that “[b]ecause widespread abuse ofthe [priority access 
service] prograin could undermine i ts  effectiveness, preveiit l i f e  and property-saving calls by legitimate 
[priority access service] users and tie up circuits that AWS’ other subscribers could he using, AWS would 
be permitied under section 222(d)(2)’s antifraud provision to disclose, without customer consent, the call 
detail records of [priority access service] users to CSC/NCS ”I5 AWS further states it w i l l  include certain 
contractual provisions to guard the privacy of priority access service users. In  particular, AWS states that 
the coiitracf wi l l  specify that die CPNl provided to NCSICSC can be used only under the terms set out in 

Id at  16721, para 3 

See 47 C F R Pan 64, Appendix B 

PAS R&O, I 5  FCC Rcd a1 16722, 16729, paras 4,  I7  

An authoriniig agenr i s  a Federal or State entity that authenticates, evaluales and inakes recommendations 
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the aiitifraud provisions o f  section 222 The coiltract would also require NCSICSC to provide notice to 
piiority access service users that the records of those calls might be provided by a wireless pro\iider to 
NCSICSC 

Based oil the circuinstaiices that A W S  describes in i ts  lefter, including the coiitractual provisions 
designed to protect priority access service users' privacy, we confirm AWS's interpretatioii o f  section 222 
and the  Commission's iinpleinentiiig regulatioiis Specifically, i t  would appear that the use of'CPNl as 
described iii AWS's letter would fall witl i i i i  the exceptioii contained iii sectioii 222(d)(2) If AWS 
disagrees with any of this lerter's guidance, it may file an application for review with the Coinmission 
pursuant to sectioii I I I 5 of t l ie  Coininission's rules." 

Please do 1101 hesitate to contact us if we can be o f  further assistance I n  addition, you may 
contact Bill Dever, Assistant Division Chief. Coinpetitioii Policy Division iii the Wireline Competition 
Bureau at (202) 41 8-1 578 

Sincerely, 

Chief, Wireline Competition Bureau 

Johif Muiefa 
Chief, Wireless Telecominunicatioiis Bureau 
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